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Infor OS is focused on bringing 

value to enterprise technology  

in the following areas: 

 Business process integration  

(Infor ION® & API Gateway)

 Security (Federation Services)

 Data management (Infor Data Lake)

 Enterprise user experience

 Cloud extensibility (Infor Mongoose)* 

 

 Governance, Risk & Compliance (Infor GRC)*

*add-on to core Infor OS

acquisitions, and organic growth of its existing technologies. One essential 

piece to the company’s success and innovation is its foundational cloud 

platform, Infor OS (Operating Service). Infor OS provides horizontal 

functionality to more advanced high tech capable of providing competitive 

advantages to the enterprise. 

The collection of services are highly related in that each provides cascading 

stitch services. With more than 10,000 customers, worldwide availability 

in nine Amazon Web Services (AWS) regions and growing, over 4,000 

zero downtime, Infor OS is one of the most successful and proven cloud 

platforms on the market.

E X E C U T I V E  B R I E F

Infor OS: A complete overview
I N F O R  O S



Integration & business process

Infor ION (Intelligent Open Network) is the most mature service 

within the Infor OS platform and represents Infor’s integration 

active connection points—most of which are for custom and 

hybrid applications—Infor ION is built for scale. ION allows for 

messages and transactions in common asynchronous forms 

with available mapping services. Users are also able to create 

modelers for system administrators. Infor ION is also used as 

the modeling service for data ingestion into the Infor Data Lake 

so that the experience of integration and mapping maintains 

consistency across the entire footprint. 

Synchronous integration patterns are also available in Infor 

OS through the API Gateway. Similar to the history of ION, the 

register their APIs and documentation with a single catalog with 

common security and policy management for proper control 

of the ecosystem. Advanced capabilities include the ability 

to create complex orchestrations and chaining of APIs with a 

Users also can call registered APIs in ION’s modeling services to 

where asynchronous and synchronous worlds combine. 

The API Gateway serves a foundational role for innovation as 

well, which includes being the backbone for our approach 

to extensibility in the cloud and customized innovative user 

registered and secured through the API Gateway, meaning the 

functionality is not exclusive to Infor products.

manage all integrations and communication links across their 

have complete documentation at their disposal. Infor ION 

and the API Gateway are staple technologies for the Infor 

community that will continue to progress and expand.

Security (Federation Services)

Federation Services to authenticate, authorize, and regulate 

users, APIs, and more. The security services use SAML 2.0 

standards for authentication and can integrate Infor CloudSuite 

with a federated identity provider (3rd party) of the customer’s 

Services provides the ability to create and handle single 

management as it relates to access, grants role management 

of all users, and orchestrates the capabilities of consistent 

mobile app access across more than 2 million current users in 

production environments.

Combine information from disconnected systems
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Data management (Data Lake)

with advanced analytics and AI. Infor applications replicate their 

data automatically to the Data Lake through ION services, and 

the Data Lake as well. The Data Lake comes with a data catalog 

to register metadata and format to maintain data integrity as 

well as other services to query data in the admin user interface 

(UI) with a query editor or via APIs. Users can save common or 

complex queries and publish as an API, or transfer data for a 

variety of use cases, such as loads related to BI and analytics 

with a utility available for classic ETL (extract, transform, load) 

scenarios. The Data Lake can play a vital role in innovation, 

providing a data repository for extended applications, data 

analysis, machine learning, and advanced compliance. The Data 

Health Insurance Portability and Accountability Act (HIPAA) and 

General Data Protection Regulation (GDPR) compliance.

Enterprise user experience

Infor OS provides a unique perspective when it comes to 

Infor OS provides tools to keep the user experience consistent, 

secure, and personalized for every role, group, and user. Users 

can stay out of the complicated depth of systems and focus 

components are directly tied back to the core components 

of Federation Services, ION, and API Gateway interaction so 

that organizations can be assured that employees are using 

and seeing exactly what they should when they should, and 

demographic, and more.

The following federated identity providers are available:

F E D E R A T E D  I D E N T I T Y  
P R O V I D E R

O N - P R E M  W I T H 
I N F O R  S T S

S I N G L E 
T E N A N T 
C L O U D

M U L T I -
T E N A N T 
C L O U D

Ping One Yes Yes Yes

Okta Yes Yes Yes

Azure AD Yes Yes Yes

OneLogin Yes Yes Yes

Centrify Yes Yes Yes

Yes Yes Yes

Ping Federate Yes Yes Yes

CA SSO (formerly SiteMinder) Yes Yes Yes

Oracle Access Manager (OAM) Yes No Yes

ForgeRock OpenAM Yes Yes Yes

NetIQ Access Manager Yes Yes Yes

GLUU Identity Server Yes Yes Yes

WSO2 Identity Server Yes Yes Yes
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The Infor OS portal provides familiar navigation and quick links 

application tray. Infor OS can process what the user is doing at 

any given time and provide contextual information in the form 

of widgets displayed to the side of the core application. 

The information in widgets updates as the user traverses and 

acts in the system. They can be shown relative tasks, alerts 

related to the ongoing work displayed, related documentation, 

or even custom apps where associated operations can be 

executed quickly at the same time.

Homepages are available as an application in Infor OS, where 

activities in the form of widgets. These combine information 

and activity across all applications, allowing users to stay 

organizations train employees in unique, focused ways so that 

onboarding for complex systems may no longer be required. 

Users can have multiple pages and widgets, and pages can 

be dynamic based on user attributes, and organizations 

way of presenting enterprise activity where organizations and 

users aren’t subjected to complex systems.

in Infor OS. Document Management provides centralized 

storage of business documents in a format that’s conducive 

are tagged with a variety of attributes (standard and custom) 

where related documents are established based on contextual 

relationships. Users can drag and drop documents into the 

“Related Information” context application and have them 

stored in Document Management automatically with the 

proper attributes attached based on the context of the event. 

Document Management also has output services as well, 

where documents can be designed and automatically created 

and distributed based on system activity. Options for optical 

character recognition (OCR) and automatic document ingestion 

The inbox is a consolidated view of all tasks, alerts, and 

services. Users can act on tasks and activity in the inbox or drill 

back directly to the matter in applications. These views are also 

be viewed and acted on in mobile scenarios as well.

Infor Go is a mobile application that comes with Infor OS where 

Homepages, inbox, application views, and more can be viewed 

in a single native mobile application. Common security and SSO 

are applied where Infor Go becomes the portal of Infor OS in a 

mobile capacity.

Contextual data, analytics, and documents for improved decision-making Secures, manages, and contextualizes documents to business process
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Cloud extensibility (Infor Mongoose):

With the Infor OS extensibility platform called Infor Mongoose, 

organizations can build their own applications, mobile apps, 

and extensions that are optimized for use via desktop, tablet, 

or smartphone. The platform is fully integrated with all Infor OS 

services and allows users to build and deploy extensions all in 

the cloud. 

Customers can rapidly develop robust enterprise capabilities 

based on enterprise needs. Whether they need an intuitive 

form, Mongoose can help create the right experience with 

Key features

 

 Composite screens

 Custom enterprise portals

 Mobile responsive apps

 

standard (AES)

 Full user control and security

 

 Full theming engine

 Multilingual development and application functionality 

 Reporting engine 

 No code/low code/full code options

Build applications on top of your enterprise  

ecosystem systems

data systematically, Mongoose maximizes the user’s ability to 

mobile interfaces. With business objects and logic shared 

across all device types, creating a mobile or tablet version of 

Automatic upgrades

Requiring no knowledge of complex source codes or 

programming languages, Mongoose empowers users to 

enhance and extend core enterprise solutions. Because 

the platform stores user extensions and customizations in 

metadata separate from the base application, it upgrades 

automatically when users deploy or upgrade to a new version 

of their application. In the cloud, this is especially important, 

where the Mongoose toolset is always current with monthly 

updates and fully backward compatible. This means your 

application is always up to date and ready to take on new 

technologies as they become available.
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Infor Coleman represents our AI product suite and comprises 

natural language processing (NLP) and machine learning 

solutions that are tightly connected with the Infor OS platform. 

Infor Coleman can help with executing tasks in innovative 

the inspiring physicist and mathematician Katherine Coleman 

moon, Coleman represents a leap forward for practical and fast 

Infor Coleman Digital Assistant

products rolled out under the Infor Coleman umbrella, and 

provides a conversational interface to the Infor OS platform and, 

against the API Gateway, and a voice user experience (UX) for 

case. As a digital assistant, Coleman uses its conversational 

UX and NLP—with deep domain and industry knowledge—to 

convert typed or spoken words into inputs the system can 

understand without any level of deep technical training or 

CloudSuite Financials), but users can quickly build new skills 

without any development skills or custom coding. 

Infor Coleman AI Platform

The Infor Coleman AI Platform is a complete ensemble of tools 

for creating, managing, securing, and deploying machine 

learning models and use cases for the enterprise. It is built on 

the premise of repeatability, meaning customers invest in a 

solution capable of producing multiple projects quickly with 

derived from objects in the Infor Data Lake documents, and 

Infor delivers common templates for industry issues and 

opportunities around machine learning. Machine learning 

models are deployed automatically as a secure REST API in the 

API Gateway and are easily accessible—making it quick and 

easy to embed machine learning recommendations and results 

with Infor ION, custom applications, and more. 

Key features:

 A single space for all of a company’s machine learning 

 Seamlessly integrate machine learning insights with existing 

business logic and custom applications, the catalyst for a 

more intelligent CloudSuite.

 Spin up new projects faster than ever by combining custom 

project implementation time in weeks, not months.

 

the hands of more business users.

Governance, Risk, and Compliance (Infor GRC)

Large companies and public sector organizations face 

increased scrutiny from regulators, auditors, shareholders, and 

trading partners to certify the security, integrity, and accuracy 

implement automated systems to identify, analyze, and 

continuously monitor controls that govern their IT systems—

including who has access, and what type of transactions they 

can execute. 
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generation solution that helps monitor and protect an 

organization by continuously identifying critical operational 

risks, adhering to compliance requirements, and objectively 

prioritizing which concerns require increased attention and 

proactively detect segregation of duties violations and potential 

issues in posted transactions and master data. Organizations 

can uniformly and actively manage multiple types of risk 

like Elastic Map Reduce and Spark for evaluating huge amounts 

of business process data. The solution is built and integrated 

with Infor OS, so it provides opportunities for enterprises that 

Financial fraud and business performance management 

Organizations are prone to frauds like procurement fraud, 

asset misappropriation, bribery, and corruption. By using the 

unauthorized employee reimbursements and violations of 

new rules can be created through an intuitive user interface. 

monitoring for duplicate payments, identifying overpayments, 

reporting on poor days sales outstanding (DSO) numbers, 

highlighting poor performance in accounts receivable or order 

Audit management 

Enterprises can use automated controls from Infor GRC to 

reduce the business interruption caused by internal audits 

while ensuring company policies are followed. Violations have 

users stay on top of audit issues.

Compliance management 

Central and local government laws and regulations impose 

numerous compliance issues, as do industry standards 

and company policies. Compliance requirements are 

constantly changing, causing confusion and panic to meet 

the requirements. Infor GRC helps put automated controls in 

place to manage compliance around requirements like the 

Foreign Assets Control (OFAC). The list of compliances is set to 

grow, and we are continuously working on enhancing the GRC 

solution based on the latest risks and compliances.

Fraud prevention through segregation of duties 

segregation of duties and sensitive access risks. These risks 

can be remediated by the respective business owners, which is 

recorded for audit purposes. GRC also can exclude super users 

from the system to avoid generating misleading violations.

Compliance management

Infor OS: A complete overview | 7infor.com  



 

 

L E A R N  M O R E   
Follow us :

 

All other trademarks listed herein are the property of their respective owners. www.infor.com. 

Automated user provisioning and what-if simulation

The IT team handling the security, access, and authorization 

of users is under tremendous pressure considering the critical 

aspect of granting access to critical systems. With Infor GRC, the 

to the business, with enhanced user provisioning capabilities 

available to help the IT team review and analyze the impact of 

access changes.

Emergency access 

For certain business scenarios, a user may need access to 

certain sensitive areas for a restricted period. GRC has an 

access is automatically revoked by GRC. An audit trail of all the 

activities is created.

User provisioning, as well as monitoring of segregation of 

duties and sensitive access, are continuous processes in 

any organization. Changing business requirements also 

require changes in access or authorizations assigned to 

to track whether an employee has access to only the assets 

and systems that are relevant to their current position. The 

reviews to capture irregularities in the system.

Infor OS is a cloud operating platform that seamlessly connects 

services, providing a robust technology framework that serves as 

the foundation of innovation for the entire business ecosystem.

The foundation for business excellence

enterprise technology platform providing the foundation for 

business excellence, including integration and automation, a 

data fabric, and security and compliance.

systematically reducing the complexity of business processes—

providing seamless access to relevant business information when 

enterprise workspace, mobility, and application development.

designed to unlock new value and experiences by leveraging 

foundational AI technology to provide essential value towards 

enterprise goals. Whether exploring a user experience 

powered by voice, considering increased smart automation, 

or discovering predictive insights in enterprise data, Infor OS 

Automated user provisioning and what-if simulation
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